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PREFACE

About the BRIDGE Project

BRIDGE (Building Radio frequency IDentification for the Global Environment)
is a 13 million Euro RFID project running over 3 years and partly funded (4 7 . 5
million) by the European Union. The objective of the BRIDGE project is to
research, develop and implement tools to enable the deployment of
EPCglobal applications in Europe. Thirty interdisciplinary partners from 12
countries (Europe and Asia) are working together on: Hardware development,
Serial Look-up Service, Serial-Level Supply Chain Control, Security; Anti-
counterfeiting, Pharma Traceability, Supply Chain Management,
Manufacturing Process, Reusable Asset Management, Products in Service,
Item Level Tagging for non-food items as well as Dissemination tools,
Education material and Policy recommendations.

For more information on the BRIDGE project: www.bridge-project.eu

Disclaimer:

Copyright 2009 by The WP6 Team. All rights reserved. The information in this document is
proprietary to these BRIDGE consortium members. This document contains preliminary
information and is not subject to any license agreement or any other agreement as between
with respect to the above referenced consortium members. This document contains only
intended strategies, developments, and/or functionalities and is not intended to be binding on
any of the above referenced consortium members (either jointly or severally) with respect to
any particular course of business, product strategy, and/or development of the above
referenced consortium members. To the maximum extent allowed under applicable law, the
above referenced consortium members assume no responsibility for errors or omissions in
this document. The above referenced consortium members do not warrant the accuracy or
completeness of the information, text, graphics, links, or other items contained within this
material. This document is provided without a warranty of any kind, either express or implied,
including but not limited to the implied warranties of merchantability, satisfactory quality,
fithess for a particular purpose, or non-infringement. No licence to any underlying IPR is
granted or to be implied from any use or reliance on the information contained within or
accessed through this document. The above referenced consortium members shall have no
liability for damages of any kind including without limitation direct, special, indirect, or
consequential damages that may result from the use of these materials. This limitation shall
not apply in cases of intentional or gross negligence. Because some jurisdictions do not allow
the exclusion or limitation of liability for consequential or incidental damages, the above
limitation may not apply to you. The statutory liability for personal injury and defective
products is not affected. The above referenced consortium members have no control over the
information that you may access through the use of hot links contained in these materials and
does not endorse your use of third-party Web pages nor provide any warranty whatsoever
relating to third-party Web pages.
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1. Introduction

The Pharma Traceability Pilot - building a complete item-level traceability system
within the pharmaceutical supply chain.

Finding strategies that improve patient safety is a hot topic for pharmaceutical companies and

healthcare providers alike. With errors in medication administration and the problem of

counterfeit drugs entering health services bothincr easi ng, i tdés essential that
which can track drugs and monitor their progress throughout the entire supply chain are

implemented as soon as possible. Getting the correct, authentic drugs to patients quickly and

accurately is an essential component in reducing medical errors and increasing patient safety.

Implementing systems that support the traceability of products also help ensure product

recalls are effected thoroughly and swiftly, preventing patients being exposed to sub-

standard, or dangerous drugs.

Quite apart from improving patient safety, having the means to automate key elements of the
global pharmaceutical supply chain and receive live information about the location of products
significantly improves visibility, reduces administrative overheads and consequently delivers
tangible efficiencies.

2. Piloting traceability technologies in the pharmaceutical industry

For the past two and a half years, members of the pharmaceutical supply chain user
community and a group of innovative IT solution providers, together with GS1, the global
standards organisation, have been participating in the BRIDGE (Building Radio frequency
IDentification solutions for the Global Environment) project, a 3-year research and
development project part funded by the EU. One of its Business Application work packages
was the Pharma Traceability Pilot, which aimed to demonstrate full item-level traceability in a
live operating environment.

The projectbds overarching objecti vhaistraceabilitg t o i mpl en
system for pharmaceutical products to improve patient safety and increase supply chain

efficiency. Additionally this would facilitate the development of related supply chain

applications such as electronic pedigree, authentication, recall, inventory management and

financial reconciliation.

3. Implementing the traceability trial

The project - the operational pilot having been completed in May 2008 - is the only one of its
kind in the world to involve the trialling of such a comprehensive standards-based tracking
and tracing system within a live, end-to-end supply chain spanning drug packaging, their
distribution, right through to their receipt at the hospital pharmacy.

Pilot participants included:

Drugs companies, Althone Laboratories, Actavis and Sandoz
Dutch contract packer, Tjoapack

Distributors, Kent Pharmaceuticals and CPG Logistics
Transport provider, Movianto

Wholesaler, UniChem

The Hospital, Barts and The London NHS Trust

Equipment and printing solution vendors, Domino Printing Sciences
Project management and business consulting, JJ Associates
Technical design and software development, Melior Solutions
EPCIS database provision, VeriSign Inc

Provision of standards and RFID consultancy, GS1 UK

=8 =8 =299 _9_9_9_9_-°5_-°9
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A range of technologies and standards were implemented to allow fifteen different types of
drugs to be tracked from the start of their journey at the packaging plants i one in Ireland,
one in the Netherlands-t o t he end, at Bartsé and The London hos

The trading partnerships of each User can be schematically illustrated as below:

Manufacturer to storage, distribution and transport on to the wholesaler

Supply chain 1.

via

Actavis Tjoapack Actavis Movianto UniChem

(UK) (Netherlands) (UK) (UK) (UK) —
Supply chain 2.

via

Athlone » Kent » Movianto » UniChem
Laboratories Pharmaceuticals (UK) (UK)
(Ireland) (UK)
Supply chain 3.

Sandoz » Tjoapack » CPG » UniChem

(UK) (Netherlan Logistics (UK)

ds) (UK)

Wholesaler to the Hospital Pharmacy

UniChem Barts and The London NHS (The
(UK) London site - UK)

v

3.1 Technology and standards

Data Matrix symbology was used on all levels of product packaging from individual items to

product bundles, cases, pallets and even transport lorries. It was chosen for its cost

effectiveness and robustness and its ability to carry a 4-string data structure, which was first

deployed by GS1in Ireland during the AThe Bl ood Der
2006. In this case the structure comprised the GTIN, serial number, expiry date and batch

number.

In addition, RFID tags were employed on cases and pallets in hybrid labels, with printed bar

codes. Selected pallets were also fitted with active devices to allow GPS tracking across the

international supply chain. Every single pack of each product involved was assigned a unique

serial number. Using this and the process of aggregating the contents to other packaging

levels that were also assigned unique serial number identifiers allowed full traceability of

every single item from the packaging line to the final destination. Printing systems were

installed that enabled the required codes to be assigned, printed and checked within the

production | ine. EPCI S, EPCgl ob adwidesdataltecianr Kk st andar
was also implemented to capture dataateach 6 handover d point in the journ
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3.2 Operating Principles Employed

All of the product and event data was collected locally and then passed via the Internet to the
respective EPCIS database created for each of the nine user companies involved.

The data collection model recorded events against pre-published master (product) data. This
gave the flexibility to support a number of different applications i not only to enhance patient
safety but also to improve supply chain efficiency; the ability to determine the whereabouts of
products in the supply chain for speedy recall; the ability to integrate data into back office
applications such as inventory management for better stock utilisation with expiry date
management and financial reconciliation (e.g. goods received data matched with supplier
invoices); as well as the ability to identify non-authentic or non-authorised products.

3.3 The Pilot Process
3.3.1 Physical Process
The following gives an overview of the process deployed in the pilot.

Step 1

At the patient pack level, each item was coded with a unique SGTIN (serialised Global Trade
Item Number), in the form of a 2-D Data Matrix code together with the expiry and batch
information.

Step 2

Packs were aggregated into a case coded with an SGTIN correctly identifying the contents as
a grouped trade item. The case label was a hybrid, or multi-format type, capable of storing the
SGTIN code and expiry/batch information as a Data Matrix code, GS1-128 linear barcode and
human readable text. The SGTIN was also encoded into the RFID tag. This ensured that the
case label would be readable no matter what system was used downstream.

Step 3

Finally cases were scanned as they were aggregated onto pallets. The RFID tag was also
scanned to provide alternative data that could be compared to the data read by bar code
scanners. Each pallet was given an SSCC identifier which was encoded on the pallet label as
a 2-D Data Matrix code, GS1-128 barcode and onto an EPC Gen 2 standard UHF RFID tag.

Step 4

Upon despatch, each pallet was scanned onto a vehicle, each of which was assigned a
unique GS1 GRAI (Global Returnable Asset Identifier) code number that was also scanned so
that all its contents were associated to it. For those pallets implanted with a GPS tracking
device, their unique codes were linked to the EPCIS system via mobile tracking and read at
regular intervals to check their progress which was recorded as part of the chain of custody
process. Data was sent back to a central server for display on a map. Each location is also
given a GS1 GLN (Global Location Number) which enables events to linked to unique
locations.

© copyright The WP6 Team 6 January 2009



PRODUCT FLOW

oo B &4 oo

Goods Delivered Goods Received Goods Despatched Delivery Vehicle GLN XYZ
Truck GLN ABC Site GLN DEF From Site GLN DEF Receives goods

Despatched Goods scanned to confirm despatch

el
o
e

— L——

Secure Link to EPCIS

Hosted EPCIS
GSM/GPRS Messaging Server

The diagram above shows how the GRAI and GLN identifiers were used. Each delivery
vehicle used was allocated a GRAI and each Distribution location a GLN. Through this wider
use of the standards, each observed event could be linked to a uniqgue number (representing
a location or vehicle) that in turn provided a precise history of the products movement.

Step 5

At each stage of the journey to the wholesaler, pallets were scanned as they were removed
from one vehicle and scanned again as they were loaded onto the next vehicle. This was
carried out using mobile phones, loaded with decoding software that scanned the Data Matrix
code and sent the data via SMS to an EPCIS database, so that each transaction or
movement was recorded.

Step 6

When the pallets reached the wholesaler they were scanned with a barcode scanner (and the
data sent to the respective EPCIS database). Then each pallet was moved through an RFID
portal, data from which was stored separately to enable easy comparison between the two
methods.

Step 7

Warehouse staff picked the required products for delivery to Barts, scanning the products into
a tote box, which was uniquely identified using a GRAI code. The tote was labelled, bearing a
Data Matrix code and an SSCC label applied on the folded lid to act as an anti-tamper device.
As they were loaded for delivery, each tote was again scanned.

Step 8

Once at the hospital pharmacy, staff scanned the SSCC code to record receipt of the goods
and all contents were checked against the tote manifest which was generated from the EPCIS
record.

3.3.2 Information Management

Linked to the above physical process, the following information is stored, collected and
assigned to each stakeholder.

1. Each stakeholder has their own EPCIS (Database) into which they, and only they,
can insert information. Other supply chain partners can be granted access, either
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read or read/write but, by default, the only actor able to write information to the
database is the database owner.

2. Each significant product movement or event is recorded within (written to) the
database and time/date stamped. Each time/date stamp is held in UTC format with
time zone offset capability to ensure that a standard time base is used across the
supply chain and thus allowing for use within multiple time zones simultaneously.

3. The EPCIS event repository behaves as a journal - and even the database owner is
not allowed to delete previously recorded events - in the case of errors, they could
only mark them as void and insert a corrected event - but the original incorrect event
would not be removed. This ensures a full traceability record within the EPCIS to
prevent inappropriate database activity.

4. We defined the 6ésignificant product movements o

a. Product creation
b. Product shipment
c. Product receipt
d. Product destruction
e. Product observation
5. When product was manufactured, the creation of
subsequentrecor di ng and coll ation of the idés that wer

undertaken by a software system that was not interacting with an EPCIS. This
system, which was an internal Intranet style hosted solution, connected to a variety of
coding equipment and code reading (printed code and RFID code) equipment in
order to provide clean and correct records of each unique id packed. Each item
produced was packed into a higher order packing container and each of these
containers was provided with a unique id by the software system. This pattern of
packing lower level items into higher order containers, each with a unique id,
continued until the pallet was constructed. In the pilot, the pallet was the highest
order packing item used.

6. When a series of lower level items was packed into a container, the unique id of the
container was used as a reference to the series
product hierarchy was built up with | ower | evel
order containers. This created an audit trail showing which specific items were
packed into a given container code at any given time.

7. When a goods container was ready to be shipped from manufacture, two processes
occurred.

a. First, the internal system was initiated to send to the EPCIS the detailed
container break down for that stakeholder. Thus, if a pallet was to be
shipped, the pallet id, the idbés of each cas:c
item within each case would be sent to the appropriate EPCIS of the shipper.

This process did not need to be undertaken at the point of shipping, it needed
to be undertaken at any point after the pall
shippedd up to the point just prior to it

b. Second, at the actual point of shipping the pallet, the internal system would
send an event message to the appropriate EPCIS (of the shipper) stating that
a pallet with a specific unique id has been shipped to location X (the event
would be appropriately date/time stamped.)

8. Completion of processes 7a. and 7b. then provided the first stage information about
each item contained by that specific pallet. Each unique id had been published to the
EPCIS of the shipper i so an enquiry to the different EPCIS instances about a
specific id would tell: who manufactured it and when; who shipped it and when. Also,

© copyright The WP6 Team 8 January 2009



if an enquiry is made about a specific pallet or case, the EPCIS would show, who
created the pallet/case and when.

9. The track and trace system was then used to gather location and time/date
information (event information) about the EPC numbers as they passed through the
various other supply chain partners.

10. By gathering this event information, the track and trace system had within its many
databases, time stamped entries detailing every point at which the EPC numbered
items were scanned.

11. This information could then be used by an external application to generate a track
and trace based e-pedigree for any given EPC number that has movement
information held within the system databases. Thus, for a given item EPC number,
the various supply chain databases (EPCIS) could be queried for knowledge of the
selected EPC number by means of a discovery service. The information returned by
the discovery service could then be used to make direct enquiries on each EPCIS
observation returned and the information returned could be time/date ordered and
shown together with the custodian information for each event discovered. This could
therefore provide a near real-time e-pedigree or custodian audit trail for a chosen
EPC numbered item.

3.4 The Capability of the System

The overall implementation offered a high level of capability, demonstrated by the following
diagrams and data capture displays:

&7 htep: Hocellus. qinetig.com - Ocellus v. 1.16 - Microsoft Internet Explorer
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Figure 1 - GPS Trace of Product shipped from Athlone Labs. Ireland to Kent
Pharmaceuticals

© copyright The WP6 Team 9 January 2009



& htup:Hocetlus qinetiq.com - Ocellus v. 1.16 - Microsoft Internet Explorer

Figure 2 - An aerial view of the location of the load at 18:51 on 14th Nov 2007

It should be understood that aerial maps and views such as the above can be obtained for

any of the reported locations of the load. This could be extremely useful in determining where

the load was, or had been, if it were stolen or if it took an unusual route from shipment to

receipt. The system is easily able to pinpoint locations where the load came to a halt for an

extended period at the roadside, presumably the hau
the assistance of an extra hostedleapphigdati dhj st all
the prescribing of acceptable route boundaries the load should take and to inform if the geo-

fence boundary is breached. This could be of great advantage when loads of significant

value are being moved.

The following table is an example of the data collected from the GPS. It clearly shows the
unique id of the device, thus determining the load. It shows the longitude and latitude of the
position and the time/date of the event. The type of event and where possible, the postal
code for the reported location. This is a section of the real data collected from a transit of
product going from Athlone Laboratories to Kent Pharmaceutical.

From Ireland (UDAUBQ)

Ocellus Unit Status Proximity Postcode Date/
Time

UDAUBQ Movement B2229 Ashford TN23 7 13/11/07
new 14:03

UDAUBQ Movement Ilat=51.137943, get 13/11/07
new lon=0.911682 address 13:57

UDAUBQ Movement M20 Ashford TN25 4 13/11/07
new 13:53

UDAUBQ Movement Ilat=51.202011, get 13/11/07
new lon=0.760293 address 13:48

UDAUBQ Movement lat=51.242961, get 13/11/07
new lon=0.66151 address 13:43
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UDAUBQ Movement lat=51.302131, get 13/11/07
new lon=0.459432 address 13:32

UDAUBQ Movement Ilat=51.301452, get 13/11/07
new lon=0.243739 address 13:22

UDAUBQ Start new lat=51.273319, get 13/11/07
lon=0.042651 address 13:12

UDAUBQ Movement Ilat=51.270851, get 13/11/07
new lon=0.029264 address 13:07

UDAUBQ Movement lat=51.257926, lon=- get 13/11/07
new 0.218688 address 12:55

UDAUBQ Movement lat=51.305934, lon=- get 13/11/07
new 0.400552 address 12:45

UDAUBQ Movement lat=51.3997, lon=- get 13/11/07
new 0.536714 address 12:35

UDAUBQ Movement lat=51.514537, lon=- get 13/11/07
new 0.500921 address 12:27

UDAUBQ Movement lat=51.597484, lon=- get 13/11/07
new 0.670818 address 12:16

UDAUBQ Movement lat=51.636024, lon=- get 13/11/07
new 0.881395 address 12:05

UDAUBQ Movement lat=51.715507, lon=- get 13/11/07
new 1.022567 address 11:56

UDAUBQ Stop new lat=51.738868, lon=-  get 13/11/07
1.10068 address 10:57
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