(CBRIDGE

Building Radio frequency IDentification for the
Global Environment

— A \

The Pharma Traceability Pilot

- a Technical Perspective

A White Paper

Authors: The WP6 Team:

Domino Printing Sciences
GS UK

JJ Associates

Melior Solutions

VeriSign Inc

January 2009

© copyright The WP6 Team 1 January 2009



PREFACE

About the BRIDGE Project

BRIDGE (Building Radio frequency IDentification for the Global Environment)
is a 13 million Euro RFID project running over 3 years and partly funded (0 7 , 5
million) by the European Union. The objective of the BRIDGE project is to
research, develop and implement tools to enable the deployment of
EPCglobal applications in Europe. Thirty interdisciplinary partners from 12
countries (Europe and Asia) are working together on : Hardware
development, Serial Look-up Service, Serial-Level Supply Chain Control,
Security; Anti-counterfeiting, Pharma Traceability, Supply Chain Management,
Manufacturing Process, Reusable Asset Management, Products in Service,
Item Level Tagging for non-food items as well as Dissemination tools,
Education material and Policy recommendations.

For more information on the BRIDGE project: www.bridge-project.eu

Disclaimer:

Copyright 2008 by The WP6 Team. All rights reserved. The information in this document is
proprietary to these BRIDGE consortium members. This document contains preliminary
information and is not subject to any license agreement or any other agreement as between
with respect to the above referenced consortium members. This document contains only
intended strategies, developments, and/or functionalities and is not intended to be binding on
any of the above referenced consortium members (either jointly or severally) with respect to
any particular course of business, product strategy, and/or development of the above
referenced consortium members. To the maximum extent allowed under applicable law, the
above referenced consortium members assume no responsibility for errors or omissions in
this document. The above referenced consortium members do not warrant the accuracy or
completeness of the information, text, graphics, links, or other items contained within this
material. This document is provided without a warranty of any kind, either express or implied,
including but not limited to the implied warranties of merchantability, satisfactory quality,
fitness for a particular purpose, or non-infringement. No licence to any underlying IPR is
granted or to be implied from any use or reliance on the information contained within or
accessed through this document. The above referenced consortium members shall have no
liability for damages of any kind including without limitation direct, special, indirect, or
consequential damages that may result from the use of these materials. This limitation shall
not apply in cases of intentional or gross negligence. Because some jurisdictions do not allow
the exclusion or limitation of liability for consequential or incidental damages, the above
limitation may not apply to you. The statutory liability for personal injury and defective
products is not affected. The above referenced consortium members have no control over the
information that you may access through the use of hot links contained in these materials and
does not endorse your use of third-party Web pages nor provide any warranty whatsoever
relating to third-party Web pages.
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1. Introduction

The Pharma Traceability Pilot - building a complete item-level traceability system
within the pharmaceutical supply chain.

Finding strategies that improve patient safety is a hot topic for pharmaceutical companies and

healthcare providers alike. With errors in medication administration and the problem of

counterfeit drugs entering health services both inc
which can track drugs and monitor their progress throughout the entire supply chain are

implemented as soon as possible. Getting the correct, authentic drugs to patients quickly and

accurately is an essential component in reducing medical errors and increasing patient safety.

Implementing systems that support the traceability of products also help ensure product

recalls are effected thoroughly and swiftly, preventing patients being exposed to sub-

standard, or dangerous drugs.

Quite apart from improving patient safety, having the means to automate key elements of the
global pharmaceutical supply chain and receive live information about the location of products
significantly improves visibility, reduces administrative overheads and consequently delivers
tangible efficiencies.

2. Piloting traceability technologies in the pharmaceutical industry

For the past two and a half years, members of the pharmaceutical supply chain user
community and a group of innovative IT solution providers, together with GS1, the global
standards organisation, have been participating in the BRIDGE (Building Radio frequency
IDentification solutions for the Global Environment) project, a 3-year research and
development project part funded by the EU. One of its Business Application work packages
was the Pharma Traceability Pilot, which aimed to demonstrate full item-level traceability in a
live operating environment.

The projectbs overarching objectives were to i mplen
system for pharmaceutical products to improve patient safety and increase supply chain

efficiency. Additionally this would facilitate the development of related supply chain

applications such as electronic pedigree, authentication, recall, inventory management and

financial reconciliation.

3. Implementing the traceability trial
3.1 Background

The project - the operational pilot having been completed in May 2008 - is the only one of its
kind in the world to involve the trialling of such a comprehensive standards-based tracking
and tracing system within a live, end-to-end supply chain spanning drug packaging, their
distribution, right through to their receipt at the hospital pharmacy.

Pilot participants included:

Drugs companies, Althone Laboratories, Actavis and Sandoz
Dutch contract packer, Tjoapack

Distributors, Kent Pharmaceuticals and CPG Logistics
Transport provider, Movianto UK

Wholesaler, UniChem

Recipient/customer, Barts and The London NHS Trust
Equipment and printing solution vendors, Domino Printing Sciences
Project management and business consulting, JJ Associates
Technical design and software development, Melior Solutions
EPCIS database provision, VeriSign Inc

Provision of standards and RFID consultancy, GS1 UK
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A range of technologies and standards were implemented to allow fifteen different types of

drugs to be tracked from the start of their journey at the packaging plants i one in Ireland,

one in the Netherlands-t o t he end, at Bartsé and The London Hos
The trading partnerships of each User can be schematically illustrated as over:

Manufacturer to storage, distribution and transport on to the wholesaler

Supply chain 1.

via

Actavis Tjoapack Actavis Movianto UniChem

(UK) (Netherlands) (UK) (UK) (UK) —
Supply chain 2.

via

Athlone » Kent » Movianto » UniChem
Laboratories Pharmaceuticals (UK) (UK)
(Ireland) (UK)
Supply chain 3.

Sandoz » Tjoapack » CPG » UniChem

(UK) (Netherlan Logistics (UK)

ds) (UK)

Wholesaler to the Hospital Pharmacy

UniChem Barts and The London NHS (The
(UK) London site - UK)

v

3.2 The Pilot Process
The following gives a detailed description of the process deployed through the supply chain.

Step 1
At the patient pack level, each item was coded with a unique serialised Global Trade Item
Number (SGTIN) in the form of a 2D GS1 Data Matrix code.

Step 2

The packs were then aggregated to a case that was coded using an SSCC (Serial Shipping
Container Code ) code. The case label was a multi-format (Hybrid) label in that it stored the
SSCC code as a 2D GS1 Data Matrix code, GS1-128 linear barcode, human readable text
and it is also contained an RFID tag that was also encoded with the SSCC as an EPC
(SSCC-96). This provided assurance that whatever system was used further down the supply
chain it was possible to read the case label.

Step 3

Cases were then aggregated onto a pallet by scanning each of the cases as part of the
palletisation process. At this stage an RFID scanner was deployed to scan each of the case
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codes on the pallet, this data could then be compared to the data read by the barcode
scanners for evaluation of the technologies for this process. Each pallet was coded using an
SSCC code, that is the original and first unique serialised identifier which is used as a global
standard for tracking logistics units. The SSCC was encoded on the pallet label as a 2-D GS1
Data Matrix code, GS1-128 linear barcode and onto an EPC Gen 2 standard UHF RFID tag.

Step 4

During the despatch process the pallets were scanned onto the distribution vehicle. This was
allocated a unique code (GLN - global location number) that could be scanned and
associated to the pallets. All the data was collected locally and then passed via the Internet to
the VeriSign EPCIS database created for that manufacturer.

Step 5

The palletsdéd unique codes were identified
and read at regular intervals to track whether the pallets were moving in the vehicles, static
(parked) or delivered; the pallets could be both identified and located precisely. Each tracked
movement was recorded as part of the chain of custody process to ensure that the pallets and
their contents were at an expected location.

Step 6

At each stage during the movement of the pallet from the manufacturer to the wholesaler the
pallet was recorded from the vehicle using mobile barcode scanners. The pallets were
scanned again onto another vehicle for the next leg of the journey. All the transactions were
stored locallythenpassed onto the appropriate EPCI S
chain partner.

Step 7
At the wholesaler site, the pallets were received and the data was then sent to the EPCIS
system via the Internet.

Step 8

In the wholesaler warehouse, the products were picked and scanned into a tote box for
delivery. Each tote box was uniquely identified using a GRAI code (Global Returnable Asset
Identifier). Once the order was complete then a tote label was printed, again bearing a 2-D
GS1 Data Matrix code, and the tote box sealed using an SSCC label over the flapped hinges
(as an anti tamper device). The tote boxes were scanned onto each delivery van ready for
despatch.

Step 9
The tote boxes were delivered to the pharmacy where the operators scanned the SSCC code

on the tote box to record its contents. The pharmacy could then print off a manifest of the
contents of the tote box.

Step 10
The receipt data was sent to the EPCIS database via an Internet connection.

The above clearly demonstrates how the system enabled an end to end track and trace
solution to be implemented and that the key to the success was the use and adoption of open
interoperable standards.

4. Standards Deployed

The following summarises in greater detail the standards used at each stage of the solution:

4.1 Manufacturing:

The item pack was coded with a 2-D GS1 Data Matrix code containing the SGTIN, Batch
Lot/Number and Expiry date.

and | inke

dat abase,
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The cases were labelled with a multi-coded label that contained the SSCC code as a linear
barcode, 2-D GS1 Data Matrix code and a UHF RFID tag embedded in the label.

The pallet was assembled and the case labels scanned and associated with the pallet label.
The pallet label contained the pallet SSCC code.

4.2 Distribution:
When a pallet arrived at goods inwards, the GS1 Data Matrix code on the pallet label was

scanned and the code processed locally. The data was then sent to the appropriate EPCIS
which signalled the event of goods received/despatched.

PRODUCT FLOW

oo 5 'i_, 4 oo o

Goods Delivered Goods Received Goods Despatched Delivery Vehicle GLN XYZ
Truck GLN ABC Site GLN DEF From Site GLN DEF Receives goods

r Secure Link to EPCIS
NS Hosted EPCIS

GSM/GPRS Messaging Server

The diagram above shows how the GRAI and GLN identifiers were used. Each delivery
vehicle used was allocated a GRAI and each Distribution location a GLN. Through this wider
use of the standards, each observed event could be linked to a unique number (representing
a location or vehicle) that in turn provided a precise history of the products movement.

The pallets used in the shipment process were fitted with GPS surveillance devices and these
provided regular location messages back to a central server where the location information
was extracted and linked to the EPCglobal network as a series of observed events. The UID
of the GPS device was linked with a GRAI (the pallet) and this was in turn associated with
the SSCC of the pallet being shipped.

4.3 Wholesaler:

In the wholesaler warehouse, the products were picked and scanned into a tote box for
delivery. Each tote box was uniquely identified using a GRAI code (Global Returnable Asset
Identifier). Once the order was complete then a tote label was printed, again bearing a 2-D
GS1 Data Matrix code, and the tote box sealed using a SSCC label over the flapped hinges
(as an anti tamper device). The tote boxes were scanned onto each delivery van ready for
despatch.
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The tote boxes were delivered to the pharmacy where the operators scanned the SSCC code
on the tote box to record its contents. The pharmacy could then print off a manifest of the
contents of the tote box.

5. Information Management

5.1 Unique Data Management

One of the fundamental elements of the system was the requirement for the development and
implementation of a data confirmation solution at the product packing points to ensure that
unique data was applied to each pack.

To ensure that unique data is applied to each pack at each packing point, it was necessary to

develop a product id management system. The system was developed to be flexible enough
to allow use i n aiamtherefdreauset inthe nmgufactwed and contract

packing stakehol der scenarios and a Odiarbyri buti on
the distribution stakehekfenspeenhawnesdeembd

component to reduce the training and documentation overhead associated with installation.

Many of the components of the system were based on the GS1 Ireland Haemophilia pilot.
This system had already been proven in its ability to accurately aggregate, disaggregate and
communicate with a VeriSign hosted EPCIS.

The system consists of a single central server running a web server, in this case Microsoft 1IS
V6. The server is also configured to run ASP.NET V2.0 and the hosted application is an
ASP.NET suite written in C#. Local data storage is provided using Microsoft SQL Server
2005.

The system communicates with the externally hosted VeriSign EPCIS via the Internet ),
To ease use, the system was able to hold line/job set-up information and associate with an

easy to remember key such as the job number or product type. This allowed jobs to be
recalled easily.

Note (1): Internet connectivity was an issue at some stakeholder premises and thus communication had to be completed either via GSM

connectivity or by transferring the database to a connected environment

5.1.1 Manufacturing System

This configuration of the system (achieved by a single parameter within the application

configuration file) when placed in é6Manufacturi

of the system operated.
The system requirements for the manufacturing mode were:

1) Ability to uniguely code apliotieytudetcof us
2) Ability to uniquely code a bundle of 6
3) Ability to uniquely code a case of items or bundles
4) Ability to uniquely code a pallet of cases.
5) Ability to aggregate items into bundles/case, cases into pallets etc
6) Ability to report on container (bundle, case, pallet) contents
7) Ability to communicate the aggregation of items/cases within each unique pallet to the
appropriate hosted EPCIS.
8) Ability to ship the built pallet
9) For QA and exception handling the system was also able to
a. Delete items from containers
b. Delete cases/bundles from pallets
c. Display full details for item/bundle/case/pallet
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Each production line was equipped with the appropriate coding equipment, such as CO,

scribing laser, continuous inkjet, thermal transfer desktop labelling equipment or RFID

|l abelling equipment . Each coding device was provid
However, this O0listd of supplied unique idbés was no
collated and packed for the job. These were collected by means of automatic scanning.

Each coding point and packing point was fitted with appropriate code (printer and/or RFID)
reading equipment. As coded items were produced, the code readers would confirm that the
code applied was readable, if not, the item would be rejected, if the code was readable and
unique, it would be packed into the appropriate container. When each container was filled,
the operator (or line equipment if automated) would indicate that the container was filled, a
container label would be produced, complete with a unique container code and this label
would be applied to the case. The label code would then be scanned to confirm that it was
also readable and unique.

Uniqueness was assured by the software system. Not only was the system able to create
unique codes initially, the system was also configured to ensure that it was impossible to write
a new product record to the job database unless the code associated with the product was
unique. This prevented the unlikely possibility of a duplicate code being produced on line and
inserted into the container.

As product was produced, coded and packed, the system was able to produce reports
showing the packing status of each container item.

These were real-time reports that would automatically refresh if new items were added to the
container as would occur if the container was being currently filled.

By taking extra care with the implementation of the software system and reading equipment
the subsequent operations of uploading to the EPCIS and production of job reports was made
considerably easier because uniqueness of item/container coding has been assured.

Bet ween the distribution stakeholders, most of the
shippedd state and anbféhe appliedroecontaimed ooales wgs vebjuaed i

or necessary. However, there were points where pallet consolidation occurred and more

importantly, where pallets were broken down into a combination of individual cases and

individual items. This primarily occurred at the full line wholesaler, UniChem.

5.1.2 Wholesaler System
Within the full line wholesaler the system requirements were as follows:
1) Ability to receipt an item (normally a pallet).

2) Ability to breakdown a pallet to case level.
3) Ability to breakdown a case to item level.

4) Ability to o6pickd items and potentially cases o
6toted box.
5) Ability to 6ébuildd a tote box and assign the to

6) Ability to assign a built tote box, or series of tote boxes to a specific route number,
van id and customer id.

7) Ability to communicate the aggregation of items/cases within each unique tote to the
appropriate hosted EPCIS.

8 Ability to ship the built O6toted vimqum speci fic
id)

On receipt of the pallet of goods (mixed or same product type is unimportant), the wholesaler

system would be enabled to scan the pallet code. The pallet code would then be used by the

system within a simple f or mwalflenquadeobkoowwseipply ser vi ced
chain EPCIS instances for knowledge of the EPC number associated with the pallet/case

(shipment) to be downloaded. When found, the download would commence and the data

would transfer.
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The downloading of the data to the loc a | dat abase all olwiere @ udrs@uiureing s 6toc
be made of items now held in wholesale inventory. The information now held in the local

database was then subsequently used to pick and build totes. As product items (and cases)

were scanned at the point of product pick, the details for each product were found in the

database and associated with the tote being filled. Also, as items or cases were picked, they

were checked to see if they had previously formed part of a case/pallet and if so, that

case/pallet was disaggregated (because we knew that we had removed and re-assigned at

least one component that made that pallet up initially).

When the tote was filled, the unique GRAI for the tote was scanned and the system
automatically produced a serialised label, containing the SSCC for that shipment in both RFID
and printed code form. This label was then applied to the flap lids of the tote in order to
tamper seal it and thus prevent the removal or exchange of product contained within the tote
without the tampering act being clearly visible (due to the torn or damaged label)

5.2 Publishing Unigue Data

The above sections detail the processes used to ensure unique data is created. The system
also required the development and deployment of a method of publishing the unique data for
each pack to an external system at the point of shipment

The method employed during the pilot for publishing the unique data to the external system
was as follows:

1 The software system would accumulate the aggregation data for the items, bundles,
case and pallets.

1 When the product was complete and packed onto the pallet (or just prior to
shipment), the system was manually instructed to upload a specific pallet code. See
Figure A below. This also required the entry of the user password to action the
instruction.

0 This caused the system to locate the pallet details

0 Examine the pallet contents to discover the case, bundle item hierarchy.

0 The entire construction of the pallet make-up, including the parent-child
aggregation relationship would then be built into an XML message.

1 The system would contact the external EPCIS and verify itself using the appropriate
stakeholder credentials.

1  When successfully verified, the system would commence an upload process to the
external system and terminate when either complete or when an unrecoverable error
occurred.

1 When the upload of pallet (shipment) content was complete, the pallet could be
shipped.

1 Shipping the pallet required a single, manually initiated operation involving a scan of
the pallet and a system instruction to ship. This also required the entry of the GLN for
the receiving organisation, allowing the subsequent confirmation of receipt by the
correct party. (see Figure B below) This was a very short, and therefore rapid, XML
message to the appropriate imRPhSkaSesighiang pr ovi ded
that the pallet had been shipped.

1 All of the manually initiated processes described above, as well as the production of
reports concerning the content of specific containers, could also be achieved
automatically by means of external system stimulus. In this case, either the action
was automatically undertaken and the shipment uploaded/sent or the container
contents were returned via an XML file to the host system (for example an ERP
system). See Figure G and Figure H below.

91 All of the details sent to the external system were known to be unique due to the way
in which they were written to the database initially, therefore the system did not need
to check for uniqueness at the point of upload.

T The system was also able to 6Receive Goods6, 1in

transfer (see the side bar menu on Figure AA bel ow) and also to 6Downl c
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Shi pment 8 which would initiate the transfer

information and aggregation hierarchy) from the external EPCIS to the host system
database.

of

1 Whent he 6Downl oad Shipmentd function was insti

simple form of o6discovery serviced whereby
EPCIS instances for knowledge of the EPC number associated with the pallet/case
(shipment) to be downloaded. When found, the download would commence and the

data would be transferred.

(note: the following screen shots show that the software used did not display the EPC using

the full URN notation The reader can safely be assured that each EPC number was internally
associated with the correct URN prefix.)

= Upload Container Data to Verisign - Windows Internet Explorer

Gﬁ\:} + | ] http: focalnost: 1355 Meiior L 9 (¥ [ %] [Live seard

f- B @ - e v Gk -

Melior Solutions - TTM100

(i)
&
E Upload Shipment Details
3
= EmerCasePallecUD| |
=
"’
A
=
=
[+
x
e

(E3f

% Localintranet H100% -

Figure A - Upload Pallet/Shipment to EPCIS

In the screenshot above, Figure AA, the Case/Pallet ID field would be filled in by means of

scanning the code (printed or RFID) on the case/pallet. The password would be entered by
hand.

© copyright The WP6 Team 11 January 2009

t

ga
w



(2 Despatch Goods - Verisign Obseravtion - Windows Internet Explorer

6‘5. ~ |2] htip:/flocaihest: 1358 Melor DespatchPalet.aspx

fle Edt Vew Favorites Tools Help

s & l%ﬂgnespamsmds—wmgm x[gc“ﬂummensandsemr\gs\ [ I

Melior Solutions - TTM100 User Name >> admin

(i)
-
E‘ Despatch Pallet
13
Eutr ustomor umber ]
%))
Seanner Puicamriompaeote. ||
‘
.
G Send Pallet
-

¢ 2 B

x

I3

3 Local intranet

H100% -

Figure B - Despatch Pallet

The above screen shot shows the interface used when despatching a pallet. The customer
number field can be filled in by scanning the appropriate GLN for the recipient of the goods to
be shipped, the pallet code can be entered by scanning the pallet code (printed or RFID)

In the system employed during BRIDGE, the customer GLN and pallet code were both
available in printed code form (linear GS1-128 and GS1 Data Matrix), the pallet code was

also available in RFID (SSCC-96) form on a GEN2 UHF tag incorporated in the pall
hybrid label)

(= Full Report - Windows Internet Explorer

EBX
CIZ N ‘g, http:/flocalhost: 1358 Melior /Report. aspx?epc =8955587. 1000011205 V| || X ‘ e Search ‘ £l
Fle Edt Vien Faverites Tools Help @ -

o & [ {@Full Report

=
0 meliorsolutions

B - B - @ - [reae - GiTeds -

e s

Shipping Item Manifest for 8955587.1000011205 Batch Number A12345
Date Created 14/06/2007 Product Expiry Date 061028
Time Created 18:10:09 Product Name Amaoxycillin

Shipping Item Contents

Date Packed Time Packed Batch Record Expiry Date Product Name Product Dose EPC

14/06/2007 18:10:08 A12345 061028 Amoxycillin | 250mg 8955587 .264558.200109
14/06/2007 18:10:08 A12345 061028 Amoxycillin | 250mg 8955587 264558200209
14/06/2007  18:10:09 Al12343 061028 Amoxycillin | 250mg 8955587.264558.200219

Done

J Localintranet # 100% -

Figure C - Report Detailing Container Contents
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Figure D - Report Detailing Container Content - BOM Mode

The figure shown above shows how the system was able to display (and print) a report of

container contents in 6Bill of Materialsé (BOM) mod
showing the quantity of like items within the container. This was of particular use in the full

line wholesaler to hospital pharmacy section of the supply chain where totes of mixed product

content were provided. As can be seen below, the BOM style report is much easier to read

and understand than the full detailed breakdown.

Figure E - Sample Tote Contents (BOM Format)

Note how the system has collated like items and totalled them up compared to the more
complex, but more detailed report of the same tote shown below.
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